
The ever increasing complexity and
complex, interconnected nature of
cloud environments make them
particularly vulnerable to security
misconfigurations, emphasising the
need for robust control.  Improperly
configured SaaS and IaaS policies are
significant contributors to data
breaches: in 2023 63% of
organisations experienced a security
incident due to a misconfiguration and
today the primary cause of cloud data
loss for 55% of businesses is due to
human error.

Based on the Cloud Application
Control technology within the
Censornet Integrated Security
Platform customers now have the
ability to connect their Cloud
Infrastructure and SaaS Applications
via API and continuously monitor their
configurations for potential errors and
settings that may put them at risk of
data breach.

By combining Cloud Security Posture
Management (CSPM) and SaaS
Security Posture Management (SSPM)
in a single module it allows you to
focus on identifying and mitigating risk
across all your cloud services.  This
ensures compliance with industry
standards by automating the detection
of misconfigurations to prevent
unauthorised access.

By integrating CSPM and SSPM with
Censornet’s powerful CASB
technology organisations can achieve
a unified security posture - protecting
the applications they rely on, ensuring
robust user security, and increasing
operational efficiency across the entire
digital ecosystem.

Automated security assessments
and misconfiguration detection
of cloud infrastructure.

API-based connectors to major
IaaS platforms such as AWS,
Azure, GCP.
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Data Sheet

Ensure compliance with regulatory standards and mitigate the risk of misconfiguration, 
protecting your sensitive data from unauthorised access. CSPM and SSPM controls help 
identify and remediate risks in cloud infrastructure and cloud-based SaaS Applications.

ENSURE COMPLIANCE WITH SECURITY 
POSTURE MANAGEMENT

Compliance Module

CSPM SSPM

Extending Censornet’s award-
winning CASB technology via API
to give visibility of security
configuration across SaaS Apps.

Identify and mitigate excessive
of unnecessary permissions

Instant visibility of non-compliant settings and Indicators of Risk direct you
to the critical items to address, no guesswork.

Direct links to remediation guide you towards WHERE and HOW to
implement corrective action.

Assistance with Audit preparation and documentation for compliance.

Identify and prioritise risk based on potential impact.
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“Censornet’s Compliance module was simple to setup 
and gives nice, clear guidance to help us with 
regulatory certification” - UK Healthcare Trust

We understand that managing multiple
vendor’s product configurations can be
overwhelming which is why every risk
identified can be inspected. We explain
what the control is, why it’s failed, and
more importantly what to do to remediate
it quickly and effectively.

Simple Configuration
New services can be integrating by simply creating an API 
connection. Most IaaS and SaaS products enable this through 
creation of an API Key and Secret which you copy and paste into 
the Compliance dashboard.  Once setup the system will scan the 
configuration within minutes and display a detailed report.

The dashboard will highlight all unconfigured or misconfigured 
controls with an associated Risk level.  If the setting is something 
you don’t utilise or are comfortable with the risk you can mark it as 
deactivated so subsequent scans don’t alert you.

For active alerts, simply configure the control from the dashboard*

*service API must support writing configuration rules

KEY FEATURES

CSPM: AWS, Azure, GCP
SSPM: Microsoft 365, Salesforce

Services Supported*

Data Sheet: Compliance Module

Once you’ve connected the
service’s API to our platform
we’ll carry out regular scans of
it’s configuration.  The activity
report gives an interactive view
of the top risks and highlights
critical vulnerabilities.

Made a change?  You can run
on-demand scans and
download the reports for audit
compliance and documentation.

*more services added regularly or by request.

Per API ConnectorLicensing

Support All connectors documented with Quickstart Guides
help.clouduss.com/posture-management-cspm-sspm

https://help.clouduss.com/posture-management-cspm-sspm


Manage risk and
maintain compliance
through visibility and

control of Cloud IaaS
and SaaS platforms.

Secure your entir e
organization from kno wn,

unknown & emerging
email security threats -
including email fraud.

Protect users from
webborne malware,

offensive or inappropriate
content & improve

productivity.

Discover, analyze,
secure & manage user
interaction with cloud

applications.

Control user access and 
automatically 

authenticate with rich 
contextual data with 

adaptive MFA & IDaas.

Defend your organisation
against cybercriminals 
by strengthening your

engaging and stimulating
automated training.
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Our Platform 

Advanced DLP

Autonomous Security Engine

Prevent sensitive data getting into the
wrong hands. 

Enterprise-grade DLP across email, web
and cloud applications for the ultimate
real-time protection.

Prevent attacks before they enter the kill
chain.

Enable traditionally silo’d products to share
and react to security events and state data
whilst leveraging world class threat
intelligence. 

Our cloud security platform integrates 
email, web, and cloud application security,
seamlessly with identity management and
advanced data loss prevention to activate
the Autonomous Security Engine (ASE). 

This takes you beyond alert driven security 
and into real-time automated attack 
prevention.

Autonomous Integrated Cloud Security 




